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Abstract 

GRC is an umbrella acronym covering the three 

disciplines of governance, risk management and 

compliance. In this context, IT GRC is the subset of 

GRC dealing with IT aspects of GRC. The main 

challenge of GRC is to have an approach as 

integrated as possible of the three domains. The 

objective of our paper is to study one facet of IT 

GRC: the links and integration between IT 

governance and risk management that we consider 

today as the least integrated. To do so, the method 

followed in this paper is first a systematic literature 

review, in order to identify the existing research 

works in this field. The resulting contribution of the 

paper is a set of recommendations established for 

practitioners and for researchers on how better deal 

with the integration between IT governance and risk 

management. It is then complemented by an analysis 

of ISO related standards, representative of industrial 

practices.  

1. Introduction

Today, it is clearly acknowledged that 

Information Technology (IT) is no more only a 

technical issue. Thus, the complexity and importance 

of IT in companies involve a necessary governance 

layer. Such a governance layer generally 

encompasses risk management and compliance as 

steering tools. This evolution has implied the 

adoption of a new paradigm in IT, coming from the 

business world, usually referred to as “GRC”. GRC 

is an umbrella acronym covering the three disciplines 

of governance, risk management and compliance. 

The main challenge of GRC is to have an 

approach as integrated as possible to governance, risk 

management and compliance. The aim is to improve 

effectiveness and efficiency of the three disciplines, 

mainly compared to the traditional silo approach 

generally performed within organizations. Basically, 

according to Racz et al., GRC can be defined as “an 

integrated, holistic approach to organization-wide 

governance, risk and compliance ensuring that an 

organization acts ethically correct and in accordance 

with its risk appetite, internal policies and external 

regulations through the alignment of strategy, 

processes, technology and people, thereby improving 

efficiency and effectiveness” [1]. 

Our research field is focused on IT GRC, that can 

be considered as a subset of corporate GRC [2]. It is 

usually acknowledged that GRC in general (i.e. 

corporate GRC), and more specifically IT GRC, has 

currently received very few attention from the 

scientific community [2]. However, risk management 

and compliance are already well integrated in some 

contexts. For example, recent standards and 

regulations related to security include a part dedicated 

to risk management among the requirements the 

organization shall comply with [3,4]. Moreover, 

compliance and governance are strongly connected 

and guidelines are available for practitioners. In 

particular, in ISO 19600:2014 [5] the activities 

involving the governing body of the organisation are 

formally mentioned in the standard when applicable 

and separated from the ones under the responsibility 

of the managers, making clear the link between 

governance and compliance in terms of roles and 

activities. Finally, in the preceding standards very few 

information is given on the relations between IT 

governance and risk management. More generally, 

we consider that the link between both domains is 

often neglected. 

Our aim is to improve the integration of IT 

governance with risk aspects. More specifically, the 

focus of this paper is to propose recommendations to 

achieve a better consideration of security and risk in 

IT governance. These recommendations will be 

organised from the different perspective of GRC, i.e. 

strategy, process, people and tools [2]. To establish 

such guidelines, our approach is to analyse the links 

existing between IT governance and risk management 

through a systematic literature review of the scientific 

literature. To complement this approach with a 

practitioner’s perspective, we then analyse ISO 

standards established for IT governance [6] and risk 

management [7]. 

Section 2 describes the protocol established and 

followed to perform our systematic literature review. 

Section 3 presents the raw results of our search 

protocol. Section 4 summarises the key findings we 

can draw up from the literature. Section 5 is about our 

analysis of the IT governance and risk management 

ISO standards. Finally, Section 6 presents our 

conclusions from the work performed and introduces 

the future work. 
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2. Systematic literature review 
 

2.1. Targeted research 
 

For this systematic literature review [8,9], the 

main topic of interest is the state of the art on IT 

governance and its links with risk management and 

information security. The main motivations for this 

topic are (1) the identification of the necessary 

conditions for disposing of IT governance that 

includes explicitly risk management (2) the 

identification of the different types of information 

that are needed for this (3) how to achieve this IT 

governance.  

 

2.2. Methodology 
 

This systematic literature review protocol, inspired 

by relevant literature in the field [8,9], is composed of 

four successive steps. 

First of all, the possible keywords were listed and 

these would be used for scanning through the 

different sources of information. A first list of 

keywords was formulated and submitted for review to 

another expert. This resulted in a modified list of 

keywords that would be used iteratively during the 

systematic literature review. Ten keywords were 

retained for applying the search protocol: Information 

governance, Information security, IT governance, IT 

risk, IT risk governance, IT security, IT security 

governance, IT value governance, Security 

governance and Value governance.  

The next step involved the identification of the 

targeted research journals. The ranking used for this 

review is based on the ABS Academic Journal Guide 

2010 (subject field Information Management). The 

grade four to two journals that were accessible from 

the Luxembourg database were retained. The Journal 

of the Association for Information Systems (JAIS) 

was however added to the list because of its relevance 

despite being not available from Luxembourg. The 

final list of journals to search with the keywords and 

the search protocol were: Decision Support Systems, 

European Journal of Information Systems, 

Information and Management, Information and 

Organization, Information Systems Journal, 

Information Systems Management, Information 

Systems Research, Journal of Information 

Technology, Journal of Management Information 

Systems, Journal of Strategic Information Systems, 

Journal of the Association for Information Systems 

and MIS Quarterly. 

The third step consisted in the creation of the 

search protocol itself. The following field in the 

SCOPUS database was used to systematically go 

through the keywords per journal: “Article, title, 

abstract, keywords” AND “Source title” with a 

limitation on the publication year (ranging from 

2000-2015), considering that GRC is a recent concept 

that has appeared in the early 21th century [2]. The 

entire search was conducted from 29/07/2015 until 

11/08/2015 included.  

The fourth and final step was the creation of the 

various inclusion and exclusion criteria that would be 

used to filter the obtained articles. A first set of 

criteria was proposed and submitted for review to 

another expert. This resulted in the following 

inclusion criteria for the preliminary scanning of the 

abstracts of the articles that were obtained by 

applying the search protocol/keywords: strategy, 

process, practices, enterprise architecture, tools, 

standards, risk management, governance structures, 

case study, policies. The exclusion criteria were 

defined as: software development, outsourcing, real 

options, supply chain, internet, SOX, internal control, 

websites, cloud, disclosures, employee behavioural 

research, shareholders, knowledge, mergers, 

acquisitions, conference proceedings, book chapters. 

After a few iterations in the screening process, it 

became clear that some type of studies emerged, 

which were not in scope of this research. Therefore 

the exclusion criteria used in the beginning were less 

strict than the final list that is presented in this article. 

Decisions on the creation of the new exclusion 

criteria by the analysing researcher were discussed 

with the internal team of experts.   

The actual analysis of the outputs with this search 

protocol, keywords, inclusion and exclusion criteria 

was the following: Apply the search protocol in 

SCOPUS  List all the obtained abstracts  Read 

and select the abstracts by using the inclusion and 

exclusion criteria  Decide to keep (or not) the full 

article by using the inclusion and exclusion criteria (+ 

check availability to download full text)  Read the 

remaining full articles. This process was applied to 

each source of articles (journals selected for this 

review).  

 

3. Results of the systematic literature 

review 
 

Table 1 contains the amount of articles that were 

obtained for every keyword and journal. 

 
Table 1. Results of Search Protocol 

Journal 

Results of search protocol 

Articles 

found 

Articles  

left 

MIS Quarterly 106 

12 articles selected on abstract  

4 articles remained for reading 

after screening 

Information 

Systems Research  
105 

7 articles selected on abstract  

3 articles remained for reading 

after screening 
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Journal 

Results of search protocol 

Articles 

found 

Articles  

left 

Information 

Systems Journal  
38 

3 articles selected on abstract  

3 articles remained for reading 

after screening 

Journal of 

Management 

Information 

Systems  

105 

7 articles selected on abstract  

5 articles remained for reading 

after screening 

Journal of the 

Association for 

Information 

Systems 

3 

2 articles selected on abstract  

0 articles remained for reading 

after screening 

European Journal 

of Information 

Systems  

90 

5 articles selected on abstract  

0 articles remained for reading 

after screening 

Information and 

Management  
123 

9 articles selected on abstract  

3 articles remained for reading 

after screening 

Journal of 

Information 

Technology  

101 

15 articles selected on abstract  

1 articles remained for reading 

after screening 

Decision Support 

Systems  
206 

4 articles selected on abstract  

2 articles remained for reading 

after screening 

Journal of 

Strategic 

Information 

Systems  

40 

1 articles selected on abstract  

1 articles remained for reading 

after screening 

Information and 

Organisation  
8 

0 articles selected on abstract  

0 articles remained for reading 

after screening 

Information 

Systems 

Management  

83 

0 articles selected on abstract  

0 articles remained for reading 

after screening 

 

TOTAL 

 
1008 

22 articles remained for 

reading after screening 

 

As presented in Table 1, 1008 articles were 

parsed, and after the use of inclusion and exclusion 

criteria, 22 articles have been selected across the 

different journals. Within our selection of 22 articles, 

not all of them provided relevant conclusions on our 

specific topic. Usually, the main reason was that, 

although risk management was effectively addressed 

in the paper, it was not its key topic and no relevant 

conclusions or guidelines could be extracted or 

drawn up to help us to reach IT governance 

integrated with risk aspects. 

  

4. Structured overview of findings 
 

This section presents the main observations and 

conclusions that can be argued from the systematic 

literature review. They are organised following the 

four facets of IT GRC: strategy, process, people and 

tool [2]. 

 

4.1. Strategy - Achieving good IT governance 

for information security 
 

IT governance decisions in practice are expected 

to be associated with IT project investment 

decisions, which are discussed through the various 

coordination mechanisms. Past research proposed a 

conceptual model for the effectiveness of a 

company’s security risk management programme 

[10]. This could be used as a starting point (or 

justification) for researching the decision process 

within IT governance by viewing the IT security risk 

aspects as another budget heading that is being 

discussed by the actors in the IT governance 

framework. Past research reported that IT security 

investments are handled in a similar fashion to 

general IT investments but that the context of IT 

security risk is very different [11]. Research to this 

part of the decision process in the IT governance 

framework merits more attention. Regarding the 

context, good IT governance in general is contingent 

upon the success of business-IT alignment, and 

sufficient focus on projects aimed at rationalizing the 

IT portfolio, to avoid the constraints produced by 

path dependencies due to previous technological 

choices or due to business transformations [12]. The 

interest of focusing on a given sector to research in 

IT governance is also supported by the literature [13] 

because it offers the needed contextual information 

(e.g., highly regulated sector, high industry 

concentration or vice versa). 

An effective IT governance model requires 

attention to the following [12]:  

 The positioning of the IT area in the organizational 

chart 

 The level of centralization of the authority in IT 

decisions 

 Kinds of decisions on IT investments taken at 

corporate level 

 Kinds of decision on IT investments taken within a 

business unit/business function 

 “Make or buy” decisions in the management of IT 

 The coordination mechanisms used between the IT 

department and business units during the IT 

planning process 

 Use of formal investments appraisal methods for 

evaluating the returns from ICT investments 

 Prioritization mechanisms for IT investments 
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IT risk management perspectives are needed 

along these elements of attention. The following 

elements related to IT specifications (in line with the 

IT investment process) should benefit from IT risk 

management perspectives [14]: 

 Defining the role of IT in the organisation (e.g. 

identify new ways to leverage IT) 

 Identify IT investment opportunities 

 Establish IT priorities 

 Define IT service level expectations 

 Setting timelines and budgets for IT initiatives 

The following elements related to IT 

implementation should also benefit from IT risk 

management perspectives [14]: 

 Application development 

 System integration and testing 

 Choosing application platforms 

 Choosing programming languages and tools 

 Evaluating proposed IT initiatives 

 IT sourcing decision 

 Vendor qualification and screening 

 Defining IT standards 

 Defining IT infrastructure strategy 

Another article proposes the “IT Governance 

Cube” as a means to visualize the possible 

perspectives on IT governance research [15]. It 

shows that the content of IT artefacts (from an IT 

governance perspective) is under-researched. This 

opens an opportunity for IT security management 

research as this can be viewed as a specific content 

of an enterprise IT artefact, where the decision rights 

and technical architecture could also be considered. 

 

4.2. Process - IT investment decision process  
 

Based on the decision process for IT investments 

[16], one could argue that IT risk management is not 

immediately considered. It becomes a part of this IT 

spending decision process, hinting at a possible 

reactive approach. IT governance is viewed as the de 

facto driver of decision-making processes within 

organizations. The nature of IT governance is 

contingent on the nature of the decision and the 

context in which the decision is made. As such, the 

IT risk management and security aspects should be 

adequately considered in the screening criteria for IT 

projects (business case, technical feasibility and 

strategic alignment) during the IT investment process 

by those designated for IT governance [16]. 

Another aspect is that the decision-making 

process that takes place among the leaders of 

companies influences IT governance in a significant 

manner. The trade-off between IT security and 

business risks is complex and the areas in need of 

attention at the moment of the decision-making 

process (i.e. their urgency and perceived priorities) 

further adds constraints [10]. 

IT governance and IT risk management are 

intertwined areas of practice. However research 

appears to be underexploring the IT risk management 

perspective during the overall IT investment process 

(framed by IT governance). This investment process 

can have three or four stages [17] but an IT security 

management perspective (contribution) seems to be 

missing. 

 

4.3. Process - Coordination process 
 

The different modes of governance coordination 

mechanisms can be characterized by being more 

centralized, shared or more distributed in the 

organization. The coordination mechanisms 

themselves can also be viewed as a process of 

consensus making [18] where IT security 

management elements should be added. 

 

4.4. People - Involvement of stakeholders 
 

IT governance is viewed as a component of the 

wider IT management model itself, with sufficient top 

management commitment, transversal 

communication, analysis/prioritisation of IT projects 

(business-IT alignment) within the overall strategic 

decision-making process of the company [12]. The 

human element poses the greatest information 

security threat to any company. This goes beyond the 

purely technical foundation of IT security 

management and (business) management 

involvement from various hierarchical layers [19]. 

In their description of the involvement of key 

stakeholders, Boh and Yellin do not mention security 

managers or IT risk functions [20]. The discussion 

keeps its focus on the Enterprise Architecture (EA) 

team and the rest of the organisation. A possible 

future contribution could be to argue that IT security 

risk managers are such a “key stakeholder” because 

they can act as “stewards” of operational data and 

processes (even be “the owner”) hence influencing 

whether the EA standards are accepted. The role of a 

business analyst is also mentioned as a possible 

boundary spanner between the EA team, the business 

units and other IT personnel. A possible new 

contribution could be to argue that IT risk analysts are 

another possible boundary spanner instead of the 

business analyst because they could also add to the 

specification of the requirements [20].  

The centralisation of IT decision making is part of 

the research model used by Williams and Karahanna 

[18]. It is expected that it increases the ease of 

communication between the architecture team and 

other IT personnel. This provides other IT personnel 

the opportunity to voice their concerns. Centralization 

also makes it easier to ensure conformance to the EA 

standards and facilitate a follow-up on the different 

exceptions that are requested. These two elements 

could also imply future contributions and research by 
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looking at the role of IT security profiles as a sub-set 

of the IT personnel. Possibly the IT risk perspective is 

one element of the IT governance frame and 

governance as a process between different roles and 

units in the company. Since one of the objectives of 

EA is the integration of applications and data across 

the company, IT risk management concerns should 

also be considered as this integration must be secure. 

Because the article says that EA standards for 

physical IT infrastructure reduce the heterogeneity 

and increase the compatibility of IT infrastructure 

components across business units by limiting 

technology choices [18], it seems arguable that IT 

risk managers or security managers need to be 

involved for defining this next IT infrastructure 

(supported by EA standards). 

 

4.5. People - Interfirm cooperation 
 

Tallon et al. state that a higher degree of technical 

knowledge is associated to a higher degree of IT risk 

taking [13]. The success of IT projects is determined 

by the existing project management practices and the 

IT governance framework. IT governance is closely 

related to information governance and research 

provides a high level classification. The decision 

making itself on information and the importance of 

steering committees for oversight are central. Hence a 

role for IT risk managers should be foreseen and this 

role can be involved in the following practices: data 

principles, data quality, data access, data life cycle 

and metadata. The contribution from IT risk 

managers in the cross-unit coordination committees 

could also be a new area of research. IT architectural 

modularity is influencing the overall IT agility that 

fosters alignment with the business strategy [14]. 

Although IT risk managers are not directly cited, yet 

it should be considered in the specification and 

implementation of IT projects. Strategic alignment 

between business development and IT spending is a 

critical area of attention.  

 

4.6. People - More attention needed to the 

role of IT risk manager 
 

IT governance archetypes have been proposed 

[17], elaborating on the attribution of responsibilities 

to organizational actors during the IT investment 

process and its implementation. It further discusses 

how they can interact, leaving out the possible 

contribution from IT risk managers. The CIO is a 

central actor in the IT governance framework, 

especially for the IT department that is involved, but 

this role should also be able to integrate the business 

and technical perspectives (e.g. IT risk management). 

However the trade-off between business risk and IT 

risk in the IT investment process is difficult (e.g. due 

to path dependencies a.k.a. “legacies”). Top 

management commitment (CEO, CIO, CFO) to IT 

investments is needed while there must be a specific 

attention from this top management team to ICT in 

general as an enabler of a competitive advantage. One 

must also consider that human elements pose the 

greatest IT security risk. Various key architecture 

roles were discussed [20] in the literature but the IT 

risk manager is not at all in the picture. This is an 

opportunity for future developments since the IT risk 

manager role is a key stakeholder in IT governance. 

 

4.7. Tools - The use of standards and 

reference models 
 

The use of standards and reference models is 

recommended by the literature. Through the literature 

review, several models appeared, sometimes building 

on other reference models such as ISO/IEC 27001, 

PROTECT [21], Capability Maturity Model [22], 

Information Security Architecture [23]. A mapping 

between these different methodological tools and 

their information security components is especially 

available, combined with an “Information Security 

Governance Framework” that attempts to integrate 

the previously cited reference models [19]. 

  

5. An ISO compliant and integrated 

approach for IT governance and risk 

management 
 

In order to complement the systematic literature 

review focused on scientific literature, we then focus 

on ISO standards, representative of industrial 

practices. International standards have been 

developed for IT governance [6] and risk 

management [7]. Nevertheless, to the best of our 

knowledge, there is no published standard (or 

standard in progress) dealing with an integrated 

approach for IT governance and risk management. 

Through a bottom-up approach, we extract in the 

risk management standard the tasks involving the 

governing body (at the opposite of what is under 

strict responsibility of managers) to encapsulate risk 

management in a governance umbrella that integrates 

both domains. This activity is part of a broader 

project aiming at defining an ISO compliant and 

integrated model for IT GRC [24]. 

It is worth to note that the objective is not to 

exhaustively describe all of the activities to be 

performed in IT governance and IT risk 

management, but rather to focus on potential 

integration between activities that are redundant or 

interdependent in every single standard model. For 

example, the scope of IT governance is much 

broader than IT risk issues, and also encompasses 

topics such as generating business value from IT 

investments or optimizing the cost of IT services. 
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5.1. ISO standards for IT governance and IT 

risk management 
 

In this section, an overview of the ISO standards 

for IT governance and IT risk management 

(respectively ISO/IEC 38500:2015 [6] and ISO 

31000:2009 [7]) is performed. It is worth to note that 

ISO/IEC 38500:2015 is published by both ISO and 

IEC. IT being considered as an overlapping 

standardization domain between the respective 

scopes of ISO and IEC, they created in 1987 a Joint 

Technical Committee (JTC), known as ISO/IEC 

JTC1, to develop standards in the IT domain. In the 

next sections, each standard is presented first from an 

overall perspective, then from a structure 

perspective, and finally from a process perspective. 

 

5.1.1.  IT governance. The reference document 

for IT governance at the ISO level is the ISO/IEC 

38500:2015 standard [6] entitled “Information 

Technology — Governance of IT — for the 

organization”. This International Standard is the 

flagship standard of the ISO/IEC 38500 series. The 

objective of ISO/IEC 38500:2015 is to provide 

guiding principles for governing bodies on the 

effective, efficient, and acceptable use of IT within 

their organizations. It also provides guidance to those 

advising, informing, or assisting governing bodies. 

The governance of IT is considered here as a subset 

of organizational governance (or corporate 

governance). ISO/IEC 38500:2015 is applicable to 

all types of organizations (i.e. public and private 

companies, government entities, not-for-profit 

organizations), whatever their size and regardless of 

the extent of their use of IT. 

ISO/IEC TR 38502:2014 [25] provides guidance 

on the nature and mechanisms of governance and 

management together with the relationships between 

them, in the context of IT within an organization. 

The purpose of this technical report is to provide 

information on a framework and model that can be 

used to establish the boundaries and relationships 

between governance and management of an 

organization’s current and future use of IT. 

Structure: The IT governance framework 

developed by ISO/IEC lies on six principles 

(responsibility, strategy, acquisition, performance, 

conformance and human behaviour) and three main 

tasks (evaluate, direct and monitor). The main part of 

the standard is a guidance about the activities to 

perform for each of the six principles when passing 

through the “Evaluate – Direct – Monitor” process. 

Throughout the standard, ISO/IEC claims a clear 

distinction between the governing body, in charge of 

the IT governance, and managers, in charge of 

management systems for the use of IT, such as risk 

managers or compliance managers. 

 

Process: The main tasks to be followed by IT 

governing bodies, represented in Fig. 1, are: 

 Evaluate the current and future use of IT. 

 Direct preparation and implementation of 

strategies and policies to ensure that use of IT 

meets business objectives. 

 Monitor conformance to policies, and performance 

against the strategies. 
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Figure 1. Model for Governance of IT (as 

represented in [6]) 

 

5.1.2.  IT risk management.There is no dedicated 

IT risk management standard at the ISO level. Thus, 

the reference document for IT risk management is 

the ISO 31000:2009 standard [7] entitled “Risk 

management — Principles and guidelines” that can 

be applied to any type of risk, whatever its nature. 

ISO 31000:2009 can be used by any public, private 

or community enterprise, association, group or 

individual and is thus not specific to any industry or 

sector. The scope of ISO 31000:2009 is not focused 

on IT risk management, but on risk management in 

general, whatever the application domain. ISO/IEC 

27005:2013 [26] is another relevant risk 

management standard that has been considered, but 

that is focused on information security. Although IT 

risk management and information security risk 

management are broadly overlapping, it is important 

to be aware that their concerns are different. From 

one side, IT risk management will consider risks 

related to IT strategy or to IT investments in general 

(i.e. not directly related to information security) that 

are not considered in information security risk 

management. From the other side, information 

security risk management may consider non-IT (e.g., 

paper-based) processes and their associated risks, 

that would not be considered in IT risk management.  
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Structure: ISO 31000:2009 is structured in three 

main parts. The first one provides a set of eleven 

principles an organization should comply with for 

risk management to be effective. The second part is a 

high-level framework which main objective is to 

assist the organization to integrate risk management 

into its overall management system. This framework 

lies on a continual improvement cycle and suggest 

having such an approach for risk management. 

Finally, the last core part of the standard is the 

process to follow, embedded in the different phases 

of the general framework, and that is of main interest 

in this paper. 

Process: The risk management process proposed 

in ISO 31000:2009 is composed of the following 

activities: 

 Establishing the context of the organization, 

including the definition of the scope, objectives 

and context of the risk management process, and 

making clear what criteria will be used to evaluate 

the significance of risk. 

 Assessing the risks, that means identifying 

sources of risk and areas of impacts, analyzing the 

risks through the estimation of the consequences of 

risks and the likelihood that those consequences 

can occur, and finally evaluating which risks need 

treatment and their priority level. 

 Treating the risks via the selection of risk 

treatment options (e.g., modifying the risk with the 

help of design decisions leading to likelihood or 

consequences change, sharing the risk with another 

party, retaining the risk by informed decision, etc.) 

and definition of risk treatment plans. The risks are 

then assessed again to determine the residual risks: 

risk remaining after risk treatment. 

In parallel of the preceding activities, it is also 

necessary to regularly monitor and review the risks 

and the underlying risk management process. 

Moreover, communication and consultation with the 

different stakeholders should take place during all 

stages of the risk management process. 

 

5.2. Governance aspects of risk management 
 

Basically, our objective is to identify in the risk 

management standard [7] the tasks involving the 

governing body. Referring to Fig. 1, the risk 

management related activities the governing body 

performs are extracted from the studied standards and 

highlighted in the frame of the Direct – Evaluate – 

Monitor process. They are summarized in Table 2. 

Table 2. Risk management activities related to the 

governing body  

Direct Evaluate Monitor 
 

Define the risk 

appetite relating to 

the use of IT and 

 

Review and 

approve strategy 

based on risks 

 

Ensure that there is 

an adequate audit 

coverage of IT 

specific control  

requirements 

 

 

 related risk 

management Approve key risk 

management 

practices such as 

those relating to 

security and 

business continuity 

 

Evaluate what is an 

acceptable risk to 

the organization 

 

 

In ISO 31000:2009, there is no separation of 

responsibilities between the management and the 

governing body. The different activities to be 

performed are formulated in a general manner, stating 

that “the organisation should […]”. However, 

ISO/IEC TR 38502:2014 [25], aiming at defining a 

framework and model about IT governance, provides 

further information about the role and responsibilities 

of the governing body, with regards, mainly, to risk 

management related to IT: 

 [3.3] The strategies and policies for the use of IT 

set by the governing body and communicated to 

managers should provide the basis for the 

application of governance to the management 

systems of the organization. […] They may include: 

o Risk appetite relating to the use of IT and specific 

control requirements 

 [4.1.2] For example, the governing body should 

ensure that there is adequate audit coverage of IT 

related risk management, control, and governance 

processes as part of the audit approach 

 [4.2.2] The governing body should approve the 

organization’s business strategy for IT taking into 

account the implications of the strategy for 

achieving business objectives and any associated 

risks that might arise 

 [4.3.2] In respect of IT, the governing body 

typically retains involvement in such things as: 

o Approval of key risk management practices such as 

those relating to security and business continuity. 

 [4.2.2] The governing body should ensure that the 

organization's external and internal environment 

are regularly monitored and analysed to determine 

if there is a need to review and, when appropriate, 

revise the strategy for IT and any associated 

policies. 

 [4.5.2] The governing body should set policies on 

internal control taking into account what is an 

acceptable risk to the organization. This should 

include the risk appetite relating to the use of IT 

and specific control requirements. 

Moreover, ISO/IEC TR 38502:2014 recommends 

having a compliance committee and a risk 

management committee respectively for compliance 

and risk management in order to deal with the 

activities listed in Table 2. 
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6. Conclusion 
 

In this paper, we have presented some insights to 

improve the integration of IT governance with risk 

aspects. The method selected was first to perform a 

systematic literature review in this area, and to 

identify from the selected results the key findings. 

The latter are organised according to the four facets 

of GRC: strategy, process, people and tools. Our 

contribution is thus first an overview of research 

results covering both IT governance and security risk 

management. As a conclusion, based on the 

systematic review of the literature we have 

performed, the key recommendations established for 

practitioners are: 

 IT risks shall be better integrated in the IT strategy 

established, and along the lifecycle going from IT 

specification to IT implementation. 

 IT risks shall be better integrated in the decision 

framework, taking care of the specificities and 

criticality of information security aspects. More 

specifically, a better consideration of IT risks is 

necessary in the IT investment decision process. 

 The IT risk managers shall be considered as “key 

stakeholders” from an IT governance point of 

view. 

 Governance coordination mechanisms shall better 

take care of IT risk management elements. 

 The use of standards and reference models in the 

domain is recommended. 

As argued by Racz [2], GRC has received very 

few attentions from the scientific community. 

Additional research work is also suggested by 

researchers, as observed during our systematic 

literature review. The key recommendations to the 

research community are: 

 More research is needed to define how to well 

integrate security and risk management in the IT 

governance framework of organisations. 

 A more sector-based research in IT governance is 

suggested to better take care of the context of the 

organisations. 

 The contribution from IT risk managers in the 

cross-unit coordination committees could be a new 

area of research. 

Second, the key elements of risk management 

under the responsibility of the governing body have 

been identified in associated standards [6,7]. This 

part complements the systematic literature review, 

focused on scientific literature, with an industry 

perspective of the intersection between IT 

governance and IT risk management. 

Regarding future work, our results can help to 

existing standards improvement. For example, a 

clear distinction in ISO 31000 between governing 

body activities and management ones can help to 

better understand and implement the standard. New 

standards such as an integrated IT GRC standard can 

also be proposed in order to tackle the issues coming 

from the business world. 
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