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Abstract. Risk management is currently a key tool for managing In-
formation System (IS) security. In the context of the definition of an IS
Security Risk Management (ISSRM) modelling language, we already de-
fined the set of concepts and relationships taking a place in the ISSRM
domain within a UML class diagram. To extend this work and to support
reasoning at the modelling language level, the objective is now to define
the metrics available. A systematic and iterative research method is pro-
posed to determine suited metrics. It consists first of the application of
the Goal-Question-Metric (GQM) approach on the domain model. Sec-
ond a review of the literature aims at completing and validating this first
step. The outcome of this work is the enrichment of the class diagram
with attributes representing the elicited metrics.

1 Introduction

Security aspects currently play a vital role in Information Systems (IS) and are
thus a central issue in their effective usage. In this context, a lot of work has
already been done in the IS Security Risk Management (ISSRM) domain and
particularly many industrial methods for risk assessment (see e.g., [1-4]) have
been recently proposed. They are generally focused on structuring the differ-
ent steps and activities to perform ISSRM. However, regarding the documents
produced as output of these different steps, they are generally informal, most
often expressed in a natural language. This lack of formality prevents the au-
tomation (reasoning, evolution, monitoring and traceability) of ISSRM-related
information.

For a long time, IS engineers are aware about the problems of informal doc-
uments. They use ‘models’ as a way to achieve a better formality and quality
in the representation of the knowledge. In our previous work [5], we argued for
a modelling component which provides better support to formalise different in-
formation and knowledge created and exchanged during ISSRM. The results of



ad-hoc extensions of security-modelling languages, presented in [6, 7], has high-
lighted the need of a structured research method. This research method includes
the set-up of an ontology of ISSRM concepts, called domain model, which can
act as a meta-model for the targeted modelling language. It has been established
during a preceding research work, through a systematic elicitation method pre-
sented in [8]. It has then been applied to assess the support of some existing
modelling languages with regards to ISSRM in [9, 10].

In this paper we focus on the metrics identification and their integration in
the domain model. They are necessary for allowing reasoning at the modelling
level. The objective of such a measurement system is to reach the best Return on
Security Investment (ROSI) for the studied IS, and so to optimise the alignment
between the business of the organisation and its IS security. In this paper, we
investigate what the metrics relevant for performing ISSRM and reasoning about
ROSI are. Our research objective is, first, to propose a systematic manner to
define what the metrics to be used in ISSRM are. Second, the application of this
research method shall propose a set of metrics to be integrated in our domain
model and so in our modelling language.

Section 2 introduces our preceding work about the definition of an ISSRM
domain model, together with its set of concepts. Then, Section 3 presents the
research method for the definition of the ISSRM metrics. Section 4 and Section
5 are the application of the two steps of the research method, respectively for
metrics elicitation and metrics validation. Finally, Section 6 is the enrichment of
our domain model with the metrics. The paper ends with conclusion and future
work in Section 7.

2 The ISSRM domain model

The objective of ISSRM is to protect assets of an organisation, from all harm to
IS security which could arise accidentally or deliberately, by using a risk man-
agement approach. Its domain model aims at presenting the different concepts
involved and their mutual relationships. In this section we summarise some core
definitions of ISSRM concepts, organised in three categories: asset-related con-
cepts, risk-related concepts and risk-treatment related concepts. The domain
model, represented as a UML class diagram, can be seen at the end of the paper
in Fig. 3. It consists of the set of classes and their relationships, the attributes
of the classes being the subject (and the contribution) of the rest of the paper.

Asset-related concepts describe what assets are important to protect, and
what criteria guarantee asset security. An asset is anything that has value to
the organisation and is necessary for achieving its objectives. A business asset
describes information, processes, capabilities and skills inherent to the business
of the organisation, and that has value for it. An IS asset is a component of
the IS supporting business assets. Security criterion characterises a property
or constraint on business assets. They are most often confidentiality, integrity
and availability, but sometimes, depending on the context, other specific criteria
might be added, like non-repudiation or accountability.



Risk-related concepts present how the risk itself is defined. A risk is the
combination of a threat with one or more vulnerabilities leading to a negative
impact harming one or more of the assets. An impact describes the potential neg-
ative consequence of a risk that may harm assets of a system or an organisation,
when a threat (or the cause of a risk) is accomplished. The event, in the frame
of IS security, is the combination of a threat and one or more vulnerabilities. A
vulnerability describes a characteristic of an IS asset or group of IS assets, that
constitutes a weakness or a flaw in terms of IS security. A threat characterises a
potential attack or incident, which targets one or more IS assets that may lead
to a harm for the assets. A threat agent is an agent that can potentially cause
harm to IS assets. An attack method is a standard means by which a threat
agent carries out a threat.

Risk treatment-related concepts describe what decisions, requirements
and controls should be defined and implemented in order to mitigate possible
risks. A risk treatment is the decision of how to treat an identified risk. A security
requirement is the refinement of a risk treatment decision to mitigate the risk.
Controls (or countermeasures) are means designed to improve security, specified
by a security requirement, and implemented to comply with it.

Regarding our coming modelling language, the current state of the domain
model brings out the concepts to be considered. However, it does not provide
any information about how to reason with these concepts, and if it is necessary
to estimate them. Therefore, the next step is to complete the domain model
by introducing the metrics of ISSRM. They shall be added as attributes of the
ISSRM class diagram (Fig. 3).

3 Research method for metrics definition

To achieve the objective of defining relevant ISSRM metrics, we propose a re-
search method based on a combination of approaches (Figure 1). The outcome
of this research method is the introduction of ISSRM metrics as attributes to
the ISSRM domain model.

The first approach, used during Step 1 of the research method, is the Goal-
Question-Metric (GQM) paradigm [11]. This approach is used for eliciting met-
rics in a top-down manner, from general objectives to achieve, to suited metrics
to be used for achieving the objectives. Thus, the benefit of using GQM is that
we focus on the main objectives of ISSRM to define the metrics. GQM is ap-
plied on the ISSRM domain. Therefore, the ISSRM domain model is an input
for this step. The application results in GQM models, leading to the set of IS-
SRM metrics. However, this elicitation work remains subjective and potentially
incomplete.

The second approach, used as a validation/improvement of the first step, and
appearing in Step 2 of the research method, is based on a survey of ISSRM stan-
dards and methods [1-4,12-15]. This approach is bottom-up, being an analysis
of the literature to identify the metrics currently used. For each ISSRM source
of the literature studied, a comparison is done between its metrics and those
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Fig. 1. Research method for the ISSRM metrics elicitation

defined through GQM. This comparison is summarised in an analysis table. If a
metric not identified with GQM is found, it is necessary to evaluate its relevance.
Even it can highlight a lack in the GQM study, and thus the GQM models are
reviewed and improved considering this new issue, or a justification for the ex-
clusion of the metric shall be provided. This task is iteratively done for every
approach identified in the literature [1-4, 12-15].

Once the literature is completely surveyed, leading to the GQM models in
their last version, the final set of metrics is introduced in the ISSRM domain
model as attributes of the classes.

4 The GQM approach for metrics elicitation

4.1 The GQM approach overview

In the GQM approach, measurement is defined in a top-down fashion [11]. GQM
is based upon the assumption that, for an organisation to measure in an efficient
way, it must specify the goals for itself and its projects first, then it must trace
those goals to the data intended to operationalise them. Finally, it must provide
a framework for interpreting the data with respect to the stated goals [11].



The result of the application of the GQM approach is the definition of the
measurement system targeting a particular set of issues. The outcome is a GQM
model that has three levels: the goal level, the question level and the metric level.
Therefore, a GQM model is a hierarchical structure starting with a goal (the goal
to be reached). The goal is refined into several questions. Each question is then
refined into metrics.

4.2 Application of the GQM framework on the ISSRM domain

GOAL: Maximize the risk reduction
QUESTIONS: ‘What is the level What is the occurrence What is the risk importance What is the risk
. of risk? frequency of the risk? regarding the business? reduction level?
METRICS: Risk.Risk level Event.Potentiality Impact.Impact level
Threat. Likelihood Security objective.Security need

Vulnerability. Vulnerability level  Business asset.Value

Risk treatment.Risk reduction
Security requirement.Risk reduction

B GOAL: Minimize the risk treatment cost

What is the risk treatment
cost?

|

Risk treatment. Cost
METRICS: Security requirement.Cost
Control.Cost

QUESTIONS:

Fig. 2. GQM models

The main outcome of ISSRM and one of the main motivation is to obtain the
best ROSI [16, 13]. Several definitions of ROSI are available [17-19]. Whichever
definition is chosen, the following proposition remains valid regarding the ISSRM
domain: to maximise the ROSI means to mazimise the risk reduction when min-
imising the risk treatment cost. Thus, this assumption provides two objectives
for the GQM study, which are respectively the two roots of the GQM models
(Fig. 2). Considering the concepts of the ISSRM domain model, to maximise the
risk reduction involves to know first what is the level of risk, depending on its
occurrence frequency and its importance regarding the business. Second, it is nec-



essary to know what is the risk reduction level. To minimise the risk treatment
cost, it is naturally necessary to know what is the risk treatment cost.

From these questions, and based on the set of concepts of the ISSRM domain
model (Fig. 3), the related metrics are defined. All of the elicited metrics are
represented in the GQM models (Fig. 2) with the following notation: “Class of
the ISSRM model.Metric”. For example, regarding the treatment cost of risk, we
know with regards to the domain model that 3 risk treatment-related concepts
are involved. A cost metric is thus proposed for each of them to know their
respective cost (Fig. 2 part B). It is necessary to note that the GQM models
of Figure 2 are the ones obtained after the last iteration of Step 2, as depicted
in the research method. They thus represent the final set of metrics. Further
explanations about each metric are provided after their validation, in Section 6.

5 Survey of ISSRM approaches for metrics validation

For the ISSRM domain model definition, we surveyed the ISSRM literature [8].
Regarding our metrics validation, we select the subset of the identified ISSRM
literature having a methodological part. The approaches focusing on terminology
or conceptual aspects of ISSRM are neglected. We thus select 8 sources in ISSRM
standards [12-14] and methods [1-4, 15] as the pool of sources to be studied for
metrics validation. The complete presentation of Step 2 of the research method
about metrics validation can be found in [20]. In this section, we present and
comment the metrics analysis table (Table 1) for the ISO/IEC 27005 standard
[12], which is the standard for ISSRM. In this table, the concepts are ordered
by type, respectively standing in asset-, risk- and risk treatment-related concept
category (Section 2). The categories are delimited by a double line in the table.

Table 1. Metrics analysis table for ISO/IEC 27005

\ [ ISO/IEC 27005 [i2] I \

| ISSRM concept | Concept | Metric | ISSRM metric |
Asset Asset Value /
Business asset Primary asset Value Value

IS asset Supporting asset | Value Value

Risk Risk Risk level Risk level

Event Event Likelihood Potentiality
Impact Consequence Business impact value |Impact level
Threat Threat Frequency of occurrence|Likelihood
Vulnerability Vulnerability Easiness of exploitation |Vulnerability level

Security requirement
Control

Control Effectiveness ‘Risk reduction

The only asset-related concept measured in ISO/IEC 27005 is the concept of
asset (in general) (Table 1). The related metric is the value of assets. Primary
asset and supporting asset, being specialisations of asset in general, are also



measured with this metric. Then, the business impact value associated to each
asset is estimated, based on the wvalue of the asset. Risk estimation is based
on the successive considerations of threat and vulnerability, leading to event
likelihood. Combining it with the business impact value, it is possible to estimate
the risk level. Finally, controls from ISO/IEC 27005, which can be aligned with
both security requirement and control from our domain model, are estimated
according to their effectiveness, mainly in reducing vulnerabilities.

In ISO/IEC 27005, as said above, the value of asset in general is estimated
for asset-related concepts. In the GQM study (and after the complete review
of the ISSRM sources), the focus is rather put on the value of business assets,
which is more relevant. IS assets being only the support of business assets, it
is worth to consider the value of only business assets. Moreover, in IS security,
the value of IS assets (e.g., the replacement cost of a computer) is generally
considered as negligible compared to the value of the processed information at
the business level (e.g., the client information, the estimates, etc.). Finally, it
is necessary to consider the value of business assets for estimating the security
objectives and assess the significance of risks, as depicted in the ISSRM domain
model (cf. Figure 3). IS assets are not involved in this process. For risk-related
concepts, the metrics are very close to those proposed in Section 4. Risk, event,
consequence, threat and vulnerability of ISO/IEC 27005 have all an associated
metric. Moreover, ISO/IEC 27005 proposes additional characteristics for threat
source (equivalent to threat agent in the ISSRM model). For example, it is pos-
sible to define the motivation, the capabilities and the resources available of a
threat source for a deliberate threat, or some factors that could influence the
threat source in the case the threat is accidental. However, such characteristics
are not included in the metric analysis table, because they are indicators help-
ing to define frequency of occurrence and the risk level in general, rather than
metrics themselves. For the risk-treatment related concepts, the effectiveness of
controls is estimated, which has the same objective as risk reduction of security
requirements in the ISSRM domain model. The concept of risk treatment is not
estimated in terms of effectiveness. Finally, the cost dimension is not needed to
be measured in ISO/TEC 27005.

6 Enrichment of the ISSRM domain model with metrics

Elicitation (Section 4) and validation (Section 5) of the metrics result in the
improvement of the ISSRM domain model by completing it with the ISSRM
metrics.

The first modification of the ISSRM domain model is the introduction of
a new concept, necessary regarding the metric of security need. This concept
is security objective and it represents the application of a security criterion on
a business asset, like the confidentiality of patient information or the integrity
of a financial process. The security need metric expresses the importance of
the security objective concept. It is also interesting to determine the value of
business assets. Only business assets are estimated in terms of value. The value
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Fig. 3. ISSRM meta-model enriched with metrics

of business assets is used as input to estimate the security need of each business
asset, e.g., in terms of confidentiality, integrity and availability.

For risk-related concepts, risk is estimated by its level. The risk level depends
on the event potentiality and the impact level, these two concepts composing the
one of risk. Event is composed of threat and vulnerability. Their respective levels
are estimated through likelihood and vulnerability level. 1t is necessary to note
that threat agent and attack method do not have their own metric representing
their level. Only their composition is estimated and this assumption has been
confirmed during metrics validation. Some characteristics of threat agents and
attack methods can be identified independently, like the motivation and the
competence of the threat agent or the kind of attack method (natural, human,
etc.), as seen, for example, in ISO/IEC 27005 [12] and EBIOS [1]. However, they
can be used as indicators to well estimate the risk-related concepts and mainly
the likelihood of a threat.

In risk treatment-related concepts, risk treatment and security requirements
are estimated first in terms of risk reduction performed and second in terms of
cost incurred. Controls can be only estimated in terms of cost (cost of buying
a firewall, cost of maintaining it by a security officer, etc.). The risk reduction
of some controls taken alone has no sense. For example, the risk reduction of
the security officer maintaining the firewall can not be estimated alone, with-
out considering the global effectiveness of the firewall (described at the security
requirement level by, e.g., “Perform network filtering”).

It is necessary to note that this set of metrics is proposed at an abstract
level. The metrics can be implemented differently within a method (qualitatively,
quantitatively, etc.) [12] or through several metrics, depending on the aim of the
method. For example, the likelihood metric of threat can be implemented through



several attributes of the threat class, the first one being the statistic probability
of occurrence of natural threats (in %) and the second one being based on a
qualitative level evaluation of human threats. Before implementing these metrics
in a method or a tool, it is necessary to think about the best way of using them,
depending on the objective and the granularity level wanted. Therefore, this set
of metrics has to be considered with an implementation variability.

7 Conclusion and future work

The objective of this paper is to identify and to define a set of metrics for
the ISSRM domain with a systematic and scientific approach. First a research
method has been defined. Then the application of this research method has
been done through the use of the GQM approach on the ISSRM domain and
its iterative review with regards to the literature. The result of this paper is the
enrichment of the ISSRM domain model with suited metrics.

Although the elicited metrics are validated through literature analysis, their
testing in a real case would provide a concrete instantiation and validation of
their relevance. An assessment of the metrics is now finished in the frame of an
ISO/IEC 27001 certification [21], where ISSRM is at the core of the standard.
The metrics proposed were suited in this context and the organisation obtained
the certification. The validation should also be a continuous process, through
the assessment of other measurement frameworks like [22].

As part of the next step of our future work, the metrics will be integrated into
the developed modelling language. Experimentation of the modelling language
will help to check the usability of the metrics. The development of a supporting
software tool for the language is also important.
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